Abstract: Resilient organizations contribute significantly to resilient communities. However, the task of building more resilient organizations is complicated by an inability to translate the concept of resilience into tangible working constructs for organizations. In addition, resilience is often considered to be a crisis or emergency management issue. The link between creating resilient day-to-day operations and having a resilient crisis response and recovery is typically not well understood by organizations. Resilience for organizations is found to have three principal attributes. Situation awareness, management of keystone vulnerabilities, and adaptive capacity. A facilitated process is introduced that assists organizations to enhance their performance in relation to these attributes. This process is called resilience management and was developed and tested with 10 case study organizations selected specifically to represent a wide range of industry sectors, business types, and sizes in New Zealand. Some of the preliminary resilience issues to arise from this study are also briefly discussed.
Introduction
The intrinsic relationship between the resilience of organizations and achieving more resilient communities is not often appreciated, particularly by the organizations themselves. Organizations provide services, cash flow, and employment to communities. The ability of organizations to keep operating in times of adversity is a significant element in the recovery and health of the wider community following a crisis. Furthermore, there is an increasing appreciation of the interconnectedness of modern organizations and the associated vulnerabilities that this introduces. Other issues that contribute to a desire for more resilient organizations is the increasing reliance on technology and technology providers. Consumers and communities are increasingly demanding that organizations exhibit high reliability in the face of adversity and that decision makers are able to address not only the crises that they know will happen, but also those that they cannot foresee. There are several authors who have investigated the nature of these types of organizations and how they address unexpected failures of their operating systems, as well as the increasing occurrence of natural disasters and the escalating vulnerability of communities; the reader is directed to these for a more detailed discussion ͑Barabasi 2003; Perrow 1984; Watts 2003; Weick and Sutcliffe 2001͒. A significant issue in creating resilient organizations is promoting a greater understanding of what resilience means to organizations both from a day-to-day perspective and as a means to an improved crisis response and recovery. Furthermore, it is important that organizations adequately translate the concept of resilience into tangible working constructs that are practical and effective in the short and long term. This paper looks at a definition of resilience for organizations and introduces a facilitated resilience management process to provide practical tools for achieving improved resilience. This research has used information from 10 case study organizations to identify key resilience issues in New Zealand, and preliminary findings are presented in this paper, together with recommendations for future work to enhance these findings.
What Is Organizational Resilience?
In New Zealand, there is an increasing emphasis on creating more resilient communities. The link between the resilience of communities and the resilience of the organizations that serve those communities is partially the focus of a six-year research project in New Zealand ͑Resilient Organizations 2006͒. This project seeks to identify the key elements of organizations in the New Zealand context that make them more or less resilient in the face of crisis situations, and use these findings to develop strategies for improving organizational resilience.
Increasingly the focus is moving from looking at tools to assist the crisis response towards tools that contribute to improved preparedness before a crisis hits. The changed focus from postcrisis response to precrisis planning originated in the early-mid 1990's in New Zealand and reflects a global trend ͑Britton and Clark 2000; Buckle et al. 2000; Keanini 2003; Luers and Lobell 2003; McEntire 2001; Pelling and Uitto 2001; Weichselgartner 2001͒. In New Zealand during the 1980s, significant and widespread economic restructuring highlighted the need to alter the way emergency management was addressed, resulting in legislative changes and the establishment of the Ministry of Emergency Management in 1999 ͑subsequently renamed Ministry of Civil Defence and Emergency Management͒. The purpose of these changes was to ensure that broad risk management techniques became embedded in government, business, and the community, thereby increasing overall resilience and continuity ͑Britton and Clark 2000͒. The current legislation in New Zealand for Civil Defence and Emergency Management ͑CDEM Act 2002͒ reflects a need for greater levels of responsibility from organizations with a front-line response during and following a crisis. However, it is becoming apparent that a wider range of organizations also need to increase their resilience because of the vital roles that they play in longer term community resilience and recovery ͑Dalziell 2005͒ and the vulnerability of links between these organizations.
Interdependence between organizations in New Zealand was highlighted by a landmark study looking at the performance of lifeline utility organizations in a large scale hypothetical earthquake scenario in Wellington, the nation's capital ͑CAE 1991͒. The interface with coordinating organizations such as Civil Defence was illustrated in this study as a critical facet to the successful response and recovery of lifeline utilities and the wider community that they serve. Furthermore, this study identified that individual organizations must create their own emergency planning strategies and be involved with the strategies of those on whom they will depend in a crisis. The Wellington Lifelines study, and the others in New Zealand that followed this model, clearly showed that interdependence of utilities is made more vulnerable by our increasingly sophisticated world and our reliance on advanced technology. The vulnerability associated with interdependency is further enhanced by expectations of the general public for both private and public organizations to display more accountability in a crisis situation ͑WELG 1994͒.
A total of 10 case study organizations were used in this study. It became quickly apparent that there were three main barriers to developing increased resilience in these organizations. The first, was a limited awareness of the organization's entire operating environment. This included the wider community of stakeholders and their expectations and limitations, as well as poor understanding of the range of hazard types and their consequences that were likely to be important. Second, there was a need to better identify and manage the principal or keystone vulnerabilities and ensure that each organization could prioritize available resources to best advantage. Finally, the culture of the organizations and their ability to remain flexible and adaptable was a critical feature of their overall resilience. These three key areas were identified in the broader sense of organizations as complex adaptive systems in an increasingly global network. From these observations and a review of the literature, a definition of resilience was introduced: Resilience is a function of an organization's overall situation awareness, management of keystone vulnerabilities, and adaptive capacity in a complex, dynamic, and interconnected environment.
Traditionally, resilience is viewed as the qualities that enable the individual, community, or organization to cope with, adapt to, and recover from a disaster event ͑Buckle et al. Horne 1997; Mallak 1998; Pelling and Uitto 2001; Riolli and Savicki 2003͒ . Although the term resilience has its roots in science as the ability of materials to return to their original form following deformation ͑Sheffi 2006a͒, it is also used to describe the capacity of a system to absorb change ͑generally conceptualized in the form of sudden shocks͒ and still retain its essential functionality ͑Walker et al. 2006͒ . Evolution of the original concept of resilience has occurred through its application in numerous scientific disciplines. Resilience has been discussed in relation to climate change and linked to vulnerability ͑Timmerman 1981͒, in terms of proactive and reactive resilience of society as a whole ͑Dovers and Handmer 1992͒, as it relates to both ecological and social systems ͑Adger 2000͒, and natural hazards ͑Blaikie et al. 1994͒, to name but a few. Several excellent reviews of the literature are presented by Klein et al. ͑2003͒, Folke ͑2006͒, and Hollnagel et al. ͑2006͒ and the reader is directed towards these for a detailed discussion. However, as pointed out by Klein et al. ͑2003͒, resilience remains a theoretical concept and methods for achieving improved resilience at an operational level still challenge both the academic and the practitioner. The following discussion offers a more detailed analysis of each of these three attributes of organizational resilience: Situation awareness, management of keystone vulnerabilities, and adaptive capacity.
Situation Awareness
It is critical that organizations understand that they do not work alone if they are to successfully navigate a crisis. They must recognize themselves as parts of a wider network, and indeed as networks themselves. As a result, there is an increasing need for decision makers, and organizations generally, to have common and shared situation awareness. Originally coined in relation to military pilots, the modern concept of situation awareness is traditionally attributed to Endsley ͑1995͒ and described the situation awareness of an individual within a system. However, as recognition of teamwork increased, so did the necessity to look at situation awareness from a different, more complex perspective. While team or shared situation awareness is rapidly becoming a significant field of research, there is no agreed upon definition Salmon et A fundamental approach to increasing an organization's situation awareness is by encouraging some experience of pseudocrisis situations through the use of scenario exercises. Coates ͑2006͒ suggests that organizations have a "severely limited psychological capacity" to look at incidents in other corporations and apply the lessons learned to themselves. Therefore, scenario exercises offer significant value for the networked organization, specifically if they involve participants from across a number of internal divisions and/or external interconnected organizations.
Improving an organization's situation awareness about crises also involves learning about the types of emergency situations that may occur. Many organizations have engaged in some sort of risk identification process, but few take this process one step fur-ther and combine risks of similar nature or expected response. In an emergency, often the same types of issues will be faced and actions will be common across crisis types ͑Pearson and Mitroff 1993͒.
Therefore, in this study, situation awareness is defined as a measure of an organization's understanding and perception of its entire operating environment. This includes the ability to look forward to opportunities as well as potential crises and the ability to identify crises and their consequences accurately. Further, situation awareness includes an enhanced understanding of the trigger factors for crises, an increased awareness of the resources available both internally and externally, and a better understanding of minimum operating requirements. Critically, situation awareness also incorporates an enhanced awareness of expectations, obligations, and limitations in relation to the community of stakeholders, both internally ͑staff͒ and externally ͑customers, suppliers, consultants, etc.͒.
Management of Keystone Vulnerability
The term vulnerability is one that has many different definitions and applications, depending on the objectives of the researchers/ practitioners and the situation within which it is applied. As such, there is considerable confusion over the use of the term vulnerability and assessing and modeling vulnerability in the real world. The concept of vulnerability originated in natural hazard research, but has since expanded considerably into other disciplines. There are many authors who have sought to summarize the thinking about vulnerability; however, this is an extremely difficult task as the literature on the topic is large. For this research, vulnerability is considered specifically as it relates to organizations and makes no attempt to provide a detailed account of vulnerability in other areas of enquiry. Good summaries are given by Klein et al. ͑2003͒, Villagrán De León ͑2006͒, and Füssel ͑2005͒.
A number of studies of organizational vulnerability have highlighted some of the strongest influences on postcrisis survival, particularly for small businesses. The degree of structural damage to the physical location of an organization and its degree of disaster preparedness has been shown to have some influence on business survival rates ͑Alesch and Holly 1998; Alesch et al. 2001; Chang and Falit-Baiamonte 2002; Tierney 1997; Webb et al. 2003͒ . However, much stronger indicators of organizational failure following a crisis include interruptions to infrastructure, experiencing financial difficulties prior to an event, operational difficulties, problems with interdependencies, and problems with the supply chain ͑Durkin 1984; Alesch and Holly 1998; Alesch et al. 2001; Tierney 1997; Webb et al. 2003; Chang 2001a,b; Chang and Falit-Baiamonte 2002͒ .
The scale at which vulnerability is assessed is critical and the global and interconnected nature of organizations highlights this fact. For example, Adger et al. ͑2004͒ state that vulnerability should not be assessed across scales because processes causing the vulnerability are different at each scale. Important also to any vulnerability research is awareness of the spatial-temporal element ͑Watts and Bolhe 1993͒, suggesting that vulnerability is not a static entity, but is contextual. From this perspective, a more holistic and systemic approach to vulnerability may be more suitable for organizations. Villagrán De León ͑2006͒ introduces the notion that a community or society be viewed as a set of interconnecting systems and networks. The individual components of these systems must be assessed for their vulnerability together with the vulnerability of the relationships and interactions between these components. Therefore, the intrinsic connectivity of organizations, together with the interdependencies that arise as a result, have a significant impact on organizational vulnerability. This study uses the term "keystone" when considering vulnerabilities. Keystone can be used to denote the presence of integral species in an ecosystem; one that has an influence on its environment or ecosystem that is disproportionate to its size or abundance and the loss of this species can cause a significant shift in the ecosystem, sometimes causing its eventual destruction. Keystone can also have an architectural meaning, representing "the wedge-shaped piece at the highest point of an arch that locks the other pieces in place" or "something on which associated things depend for support" ͑New Penguin English Dictionary 2000͒. These keystone vulnerabilities are components in the organizational system, which by their loss or impairment, have the potential to cause exceptional effects throughout the system; associated components of the system depend on them for support. Keystone vulnerabilities may be either catastrophic ͑the immediate failure of a system due to the sudden loss of a critical component͒ or insidious ͑the failure of a system over time due to ongoing systematic or coincident loss of moderately critical components͒.
The definition in this study of the management of keystone vulnerabilities relates to those aspects of an organization, operational and managerial, that have the potential to have significant negative impacts in a crisis situation. There are two aspects to identifying keystone vulnerabilities. The first is the speed at which a component failure has a negative impact ͑rapid or insidious͒, and the second is the number of component failures required to have a significant negative impact on an organization ͑discrete or cascading͒. Keystone vulnerabilities may include specific tangible organizational components such as buildings, structures, and critical supplies, or computers, services, and specialized equipment. Tangible components can also include, for example, individual managers, decision makers, and subject matter experts. Keystone vulnerabilities can also include less tangible components, for example, relationships between key groups internally and externally, communications structures, and the perception of the organizational strategic vision.
Adaptive Capacity
The literature in relation to adaptive capacity is divided into two rather distinct categories. There is a huge body of research on adaptive capacity as it relates to socioenvironmental systems, particularly in relation to climate change research. This work is matched by the volumes of research into organizational adaptive capacity. This discussion focuses on the organizational research domain. For excellent summaries of adaptive capacity in socioeconomic systems, the reader is referred to Klein et al. ͑2003͒, Brooks ͑2003͒, Gallopin ͑2006͒, and Smit and Wandel ͑2006͒.
For the purposes of this study, adaptive capacity is a measure of the culture and dynamics of an organization that allow it to make decisions in a timely and appropriate manner, both in dayto-day business and also in crises. Adaptive capacity considers aspects of an organization that may include ͑but not be limited to͒ the leadership and decision making structures, the acquisition, dissemination and retention of information and knowledge, as well as the degree of creativity and flexibility that the organization promotes or tolerates.
The concept of adaptive capacity is at the core of current organizational resilience methodology. Adaptive capacity is defined as the ability of an enterprise to alter its "strategy, operations, management systems, governance structure, and decision-support capabilities" to withstand perturbations and disruptions ͑Starr et al. 2004͒ . Organizations that focus on their resilience in the face of disruption generally adopt adaptive qualities and proactive responses. Furthermore, they emphasize positive behavior within the enterprise and within employees, and look at disruptions as being opportunities for advancement ͑Mallak 1998; Folke et al. 2002͒ .
The study of adaptive capacity in relation to organizational systems has resulted in considerable advances in recent years, particularly regarding the cultural capital of an organization and the effects this may have on its ability to withstand crises. Many organizations have been shown to exhibit favorable workplace cultures that help them to adapt to changes in their operating environment, even when these changes are unforeseen and unex- The interest in creating an increased adaptive capacity during and immediately following a disaster has led some researchers to propose a set of adaptive features to enhance organizational and societal resilience ͑Weick 1993; Kendra and Wachtendorf 2003; Mallak 1998͒ . This includes, for example, bricolage, which is the capacity to adapt known information and apply it to the current situation in a creative manner, and virtual role systems, the ability of subsets of an organization to take on the role and responsibility of absent members.
Other features include wisdom or the capacity to know the limits of the information at hand, and the ability to seek out additional information, respectful interaction, positive adaptive behavior, and the development of a tolerance for uncertainty ͑Weick 1993͒.
Dalziell and McManus ͑2004͒ introduce the concept that systems ͑specifically organizational systems͒ can adapt to changes in different ways. First, they may use existing responses and apply them to the problems at hand, which may involve upscaling this response. Second, existing responses may be utilized in a new context for a crisis situation. Third, an organization may develop novel responses and apply them to a problem. The problems may be new and unforeseen or those that the organization has been able to see coming. Typically, organizations enlist either a command and control type structure to deal with crisis or a more organic and innovative approach ͑Dalziell and McManus 2004͒. Recent research is pointing to the increased ability of organizations to respond effectively using a more creative and flexible decision making structure. This appears to be because automation and rigor ͑more associated with command and control decision making͒ may actually hinder adaptive capacity by reducing situation awareness ͑Endsley et al. 2003͒ and ultimately performance; systems must be more flexible or they risk becoming redundant ͑Stanton and Baber 2006͒.
In addition to offering organizations a specific definition of resilience, this study focused on the development of a suite of tools that could provide organizations with practical means to first assess and then improve their overall resilience. This process is called resilience management and allows organizations a platform from which they can begin to put theoretical concepts and definitions of resilience into practice. The elements of resilience management are discussed below.
Process for Improving Organizational Resilience
An organization with a heightened resilience is one that is more likely to weather both the problems of day-to-day business and successfully navigate the issues that arise in a crisis and has three main qualities above a nonresilient organization. First, a resilient organization has a greater awareness of itself, its key stakeholders, and the environment within which it operates, both on a day-to-day basis and in emergency situations. Second, it has an increased ability to identify and manage its keystone vulnerabilities including the positive and negative impacts that these could have for the organization in a crisis. Third, a resilient organization has the ability to adapt to changed situations with new and innovative solutions and/or the ability to adapt the tools that it already has to cope with new and unforeseen situations.
As previously discussed, it is important that resilience becomes more than a theoretical concept and offers organizations with practical tools and tangible outcomes. While planning for risk management, business continuity and emergency management is often seen as intrinsically linked; a practical means of linking this planning is often absent. Therefore, the authors propose the use of a resilience management process; an approach that utilizes existing planning strategies in an organization and provides an overarching and holistic platform from which to manage them. Implementation of the resilience management process will help an organization to successfully navigate the crisis response and recovery period by integrating resilience into day-to-day business. This integration is achieved by encouraging increased situation awareness, improved adaptive capacity, and better identification and management of keystone vulnerabilities.
The resilience management process consists of a suite of elements including: Building awareness, selection of essential organizational components, self-assessment of vulnerability, identification and prioritization of keystone vulnerabilities, and increasing adaptive capacity. Each element and the tools available for each element are described below. The elements in this process have been developed and tested with a number of case study organizations as part of this study. These organizations represent different industries, organizational types, and sizes in the New Zealand context.
Building Awareness
In order for resilience management to be effective, an organization must develop a clear understanding and awareness of the issues that contribute to its resilience. This includes the current and projected reality of the organizational operating environment, the resources at the organization's disposal, the expectations and limitations of all stakeholders, and the positive and negative impacts of various types of crises. Awareness is achieved through the use of interviews with key stakeholders, surveys, discussion reports, and by the introduction of consequence scenarios to assist in increasing awareness of hazards and impacts. Interviews and surveying are used to develop a broad understanding of the key issues facing the organization, the extent to which perceptions influence decision making, and the overall degree of awareness in the organization. Discussion reports are an effective way of presenting these findings back to the organization and encourage it to look at itself and its perceptions from an objective external perspective.
A simple technique developed for helping to evaluate an organization's situation awareness is the use of consequence scenarios. These consequence scenarios are used to assess how well an organization understands the types of hazards it may one day face, and the potential impacts these may have on the organization. A set of four consequence scenarios has been developed to help organizations improve their awareness of crises and consequences and are designed to simulate a wide range of potential effects on organizations. Due to the variability in how specific threats may affect an organization, the focus moves from individual hazards to a set of particular event consequences. The scenarios include a regional event that focuses on physical disruption, a nationwide event that concentrates on widespread societal disturbance, a localized event with a focus on reputation impacts, and a distal event that impacts on the business flow and interorganizational relationships. The details of the consequence scenarios are presented in Table 1 . The aim of the consequence scenarios is threefold. In the first instance, they encourage organizations to identify events that are foreseeable and consider how they might cope with those outcomes that are not foreseeable. Second, they offer a vehicle for how an organization might address the failure, temporary or otherwise, of linked organizations in both a positive and negative sense. Finally, they allow organizations to prepare for different hazard events that have similar consequences at the same time.
Selection of Essential Organizational Components
Important also is an organization that has an advanced understanding of its essential operational, strategic, and managerial components from both an internal and external perspective. The selection of organizational components is a critical step in the success of the resilience management process because it requires a good understanding of the organization and its intrinsic interdependencies. Some components will differ between organizations and will depend largely on the scale of the investigation and detail of study required, although there are some components that are common to most organizations. Table 2 illustrates the types of generic components identified in this study.
There is a distinction between internal components and external components for an organization. Internal components are those that the organization has the direct ability to manage in terms of resilience. For example, employment contracts with staff Scenarios of this nature focus on an organization specific incident resulting in severe disruption to normal operations and reputation impacts and may include loss of life or injury. The intense focus of media and regulatory agencies requires the organization to focus on managing stakeholder perception as well as the physical response and recovery from the event. Indirect/distal event This scenario tests organizational response and recovery regarding impacts on business flow through key suppliers or customers. This consequence scenario is designed to explore the ways an organization may be impacted through its networks of interorganizational relationships. would be an internal component. External components, on the other hand, are those that, while potentially having some influence over component management, an organization had no direct ability to change. For example, the supply of telecommunications services by a third party supplier would be an external component, because although the organization may be able to manage its response to such an outage, it cannot control the cause of that outage. Selection of the organizational components is a process that can be repeated at varying scales, and the organization can look at its structure in increasing detail.
Self-Assessment of Vulnerability
An assessment of vulnerability is important in resilience management because it contributes to increased situation awareness, promotes the development of adaptive capacity, and also gives the organization something tangible to work towards. Vulnerability is self-assessed to improve the organizational buy in and encourage the organization to take ownership of the resilience issues that emerge. As a consequence, the organization is more likely to accept accountability for improving vulnerabilities. The organizational components that have been selected previously are assessed by the organization according to their criticality for continued operations and the degree of preparedness the organization believes it has in the event of component failure. Assessments are performed initially from an all-hazards perspective for both the response phase and recovery phase of a crisis. Both criticality and preparedness are measured on a qualitative scale ranging from very high, high, moderate, and low for criticality and high, moderate, limited, or none for preparedness. Additionally, an assessment for susceptibility may be performed to determine the variation in influence of components relative to specific events or types of event. Susceptibility considers the negative impact on components from a variety of crisis events and is measured qualitatively: Very high, high, moderate or low negative impact.
Identification and Prioritization of Keystone Vulnerabilities
There are two ways to interpret the vulnerability assessment data. First, this information can be considered from an all-hazards approach using the criticality and preparedness information for both response and recovery phases of a crisis. Second, the susceptibility information can be used to look at particular vulnerabilities for an event type of immediate concern; for example, influenza pandemic or as a review of a previous event.
An organization can use the vulnerability matrix to help identify its keystone vulnerabilities. The vulnerability matrix is similar in structure to traditional risk matrices; for example AS/NZS: 4360 ͑Joint Technical Committee 2004͒. The vulnerability matrix is subdivided into different zones representing increasing vulnerability ͑see Fig. 1͒ ; extreme, high, moderate, and low. The components that plot within the extreme or high vulnerability zones on the matrix are those that have the greatest potential to cause most disruption to the organization in times of crisis. As a result, these components require the most immediate attention by the organization in order to increase organizational resilience.
Vulnerability matrices can be produced for an assessment of vulnerability at an all-hazards level using preparedness and criticality data. Additionally, susceptibility information can be used to produce a context specific matrix. Examples of both types of vulnerability matrices are presented in Fig. 1 . Criticality is plotted on the x axis and preparedness on the y axis. Each organizational component is represented by a "hole" in the matrix. For the "allhazards" matrix, all the holes are of equal size and it is their position on the matrix that determines their status as keystone vulnerabilities. Susceptibility data, however, is indicated by different sized "holes;" the larger the "hole," the greater the degree of susceptibility. For these context specific matrices, keystone vulnerabilities are identified both by the size of the hole they produce as well as their position on the matrix.
It is important that the vulnerability matrix be considered as part of an iterative process in achieving improved organizational resilience and not a one-off assessment. The dynamic nature of organizations and the environments within which they operate require that ongoing assessment be conducted to check new structures, strategies, employees, knowledge, and other critical organizational components as and when they occur.
Increasing Adaptive Capacity
Ultimately, resilience management is about providing simple and practical tools for decision makers to assess and increase an organization's resilience for times of crisis. As such, one of the most important tools used in the process is the readiness exercises and disaster simulation ͑REDS͒. REDS encourages organizations to experience their vulnerabilities and strengths in a simulated crisis environment and offer a platform from which to critically assess decision making and communications. Scenario exercises help an organization to increase its awareness of the operating environment in a crisis and the potential impacts of different event types. For those organizations that have engaged in producing emergency plans or business continuity planning, scenarios offer an excellent opportunity to test these plans before they are needed in a real situation. The REDS uses events tailored specifically to each organization. REDS can also be used to simulate either the response period or the recovery period following an emergency because time frames can be incorporated into the REDS. For example, REDS may focus on 4 days after the occurrence of a major regional earthquake, 5 weeks following the outbreak of an influenza pandemic, or 6 months after a major attack on an organization's reputation. REDS can be as detailed or as simple as the organization requires. As a minimum, REDS should be conducted with senior management in an organization, as well as those who would be expected to take on decision making roles during a crisis.
There are six distinct stages, conducted sequentially, of the REDS. Stage 1 involves the subdivision of the group according to the number of participants; ideally there should be no more than 12 participants in groups of six each. Additionally, the selected scenario is presented to the participants. Stage 2 focuses on the group discussion for the response phase of the simulation. Each group is expected to address the following four questions. These involve: Consideration of the major issues to face the organization at the time of the crisis, the main priorities for the organization to consider immediately, identification of lesser priorities and time frames until these are likely to become critical, and finally discussion of what the organization could do prior to the crisis to better prepare for this situation.
Stage 3 offers an external perspective where one participant is taken from each group and asked to consider the scenario from the viewpoint of a key external stakeholder. In Stage 4, participants are encouraged to take a break and facilitators offer comments on how the groups are doing and suggest tips and advice for improvement. The groups then reconvene in Stage 5 to reanswer the same questions from Stage 2 for the recovery phase of the REDS scenario. Finally, Stage 6 concludes the REDS with a group debriefing. This is an important way for decision makers in the organization to create an action plan that can be addressed immediately.
Case-Study Analysis
The resilience management process described in this paper has been developed and tested with 10 case study organizations.
These organizations were selected to represent a wide range of industries, organizational sizes and types, both public and private, in New Zealand. The purpose in selecting such a diverse range of organizations was to identify common resilience issues for New Zealand organizations irrespective of these types of characteristics. The first case study organization was the test case and the process in its entirety has since been tested with seven other organizations. Two of the case study organizations have not participated in all five steps at the time of writing. The organizations that have participated in the full resilience management process include, for example, a local government organization, a private manufacturer and exporter, a private contractor, a public infrastructure provider, an education provider, and a wholesale distributor. These organizations range in size from eight employees to greater than 5,000 employees. Some of the organizations are widely dispersed geographically, while some have a much more localized operation and a selection rely, to some extent, on funding from the central government, while the rest answer to a board of directors and private shareholders.
Preliminary results from the case study organizations indicate that some of the key resilience indicators include awareness issues for roles and responsibilities of key stakeholders, as well as for the occurrence and consequences of hazard events. Additionally, the awareness of organizational recovery priorities are likely to contribute to overall resilience. The degree of planning, the links between different planning techniques ͑risk management, business continuity, and crisis management͒, and the extent to which an organization engages in crisis exercises, influences the identification and prioritization of keystone vulnerabilities. In terms of adaptive capacity, organizations that display strongly negative impacts of silo mentality, poorly managed communications and relationships with stakeholders, and lack flexible and creative decision making processes are also more likely to experience lowered resilience.
Feedback from the case study organizations on the value of resilience management has been positive. Discussions with key decision makers in the eight case study organizations that participated in the full process indicates that these organizations adopted several of the recommendations that arose from the process, and three of these eight organizations have engaged in resilience management in addition to the study.
There are several recommendations for the future development of resilience management techniques for organizations. First, a more rigid and quantitative framework for assessing resilience is required and will ultimately allow organizations to compare their overall resilience with other organizations. The development of such a framework would also assist in improving the level of engagement with organizations. It is foreseeable that organizations could use their resilience to increase their market value to customers in ways that current risk management techniques do. Further, a maturity model and scale of organizational resilience is required. For organizations to compare themselves to other organizations in terms of resilience, it is vital to clearly determine what a truly resilient organization looks like.
Conclusions
This paper provides researchers and practitioners with a specific definition for organizational resilience and offers a facilitated approach to assessing and improving overall resilience called resilience management. In addition, this paper introduces a suite of tools that can be used to address resilience issues in organizations; tools that have been developed in conjunction with 10 individual organizations in New Zealand.
Resilience for organizations is defined as a function of the overall situation awareness, management of keystone vulnerabilities, and adaptive capacity of an organization in a complex, dynamic, and interdependent environment. Further, situation awareness is defined as a measure of an organization's understanding of its entire operating environment while keystone vulnerabilities are those components of an organization that have the potential to have significant negative impacts in a crisis. Adaptive capacity is defined as the culture of an organization allowing it to make decisions in a timely and appropriate manner, both for business-as-usual and for crisis situations.
The resilience management process has been designed to assist organizations both assess and improve their overall resilience. Critically, the link between developing resilience on a day-to-day basis to achieve enhanced operations and functions, and the ability to successfully cope with crisis situations is the focus of resilience management. The elements of resilience management include building an awareness of resilience issues, the selection of organizational components, a self-assessment of vulnerability, the identification and prioritization of keystone vulnerabilities, and the enhancement of adaptive capacity.
Preliminary findings from using the resilience management process with 10 case study organizations in New Zealand indicate that some of the key indicators of resilience include awareness of stakeholder roles and responsibilities, hazard events and their consequences, together with recovery priorities. The use of specific planning, such as risk management and business continuity planning, together with the ability to link these plans and test them using exercises, are also significant indicators of resilience. Further, silo mentality, poor communications and relationships with stakeholders, and inflexible and uncreative decision making are also likely to have considerable impacts on overall organizational resilience.
Additional work in developing resilience management is helping to identify the most appropriate levels of analysis to enable the greatest improvements in overall resilience in organizations. To date, resilience management has been used with individual organizations predominantly at strategic levels rather than at operational levels throughout an organization. However, a significant advantage of resilience management is its scalability, and the elements of the process can potentially be applied at a variety of organizational levels. Further work is proposed to assess the suitability of the resilience management approach with groups of organizations that have a common purpose or operate within discrete industries; for example, manufacturing organizations or emergency responders.
